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Canada's Digital Future: Ensuring Girls' and Women's Right to Participate 
 
 
Summary 
 
Years of Canadian public policy have made online participation essential to Canadians’ social, cultural, 
economic, political and democratic lives. Unfortunately, gender-based technology-facilitated violence 
(GBTFV), and discrimination and harassment that are tied to corporate data collection practices constrain 
girls’ and women’s right to full and equal participation online.  Given the increasingly seamless integration of 
online and offline experiences (especially for young Canadians), unequal online participation undermines 
girls’ and women’s participation in all spheres of life.  It is therefore essential to develop a comprehensive 
national digital strategy that includes measures to meaningfully address these constraints.  The Minister of 
Innovation, Science and Economic Development (ISED) Canada’s recently unveiled “Digital Charter” 
reinforces the importance of engaging with GBTFV as an election issue. 
 
Issue 
 

• Ubiquitous attacks on girls and women in networked spaces (such as trolling, rape threats, body shaming 
and other forms of GBTFV incorporating racism, colonialism, homo and transphobia, and other forms of 
systemic oppression) push girls and women out of the online public sphere.  This form of exclusion 
undermines girls’ and women’s rights to equal participation in all aspects of life, diminishing the 
breadth, diversity and quality of Canadian public life.  
 

• Responding meaningfully to GBTFV not only requires addressing the behaviours of attackers and 
underlying structural inequalities that nurture development of hateful attitudes towards girls and women, 
but also the effects of our current “data in exchange for services” model of the internet.  Under that 
model, corporate data collection and marketing practices contribute to discrimination and harassment 
against girls and women. 

 
Background 
 

• Girls and women (including those holding or seeking elected office) are frequently targeted online with 
hateful, harassing and discriminatory content, including threats of sexualized violence.  Canadian policy 
responses to these attacks have typically focused on criminal and civil legal remedies aimed at individual 
perpetrators, although police responsiveness to complaints relating to these issues is often inadequate.  
These approaches, while necessary, do not fully address underlying structures that incubate hateful 
attitudes towards women and girls, nor do they necessarily attend to the needs and aspirations of girls 
and women who are targeted.  Models for more comprehensively addressing the needs of those targeted 
by online attacks have been developed in Australia (eSafety Commissioner) and New Zealand (NetSafe) 
and in more limited forms in Manitoba and Nova Scotia. 
 

• Online service providers also play a role in GBTFV.  Corporate data practices encourage users 
(especially young people) to disclose information that is in turn used in commercial advertising and other 
marketing material premised on narrow stereotypes.   These practices reinforce stereotypes by 
privileging narrow representations of gender because these narrow representations attract audiences and 
help sell products. Girls and young women who do not comply with these stereotypes are often harassed 
by others, creating a massive disincentive for them to fully engage in the online public sphere. 
 

• Current Canadian laws around digital privacy do little to nothing to restrict the collection and processing 
of this data because they rely on notions of consent that are rendered meaningless because they largely 
involve simply clicking through terms of use agreements to get access to online services.  Simple 
consent mechanisms are not enough to protect girls and women in this environment, because networked 
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technologies are now embedded in their social lives, their schools and their paid work, and they have no 
choice but to accept the terms of use even if they do not agree with them.  Although other jurisdictions 
have created new regulatory options to address some of these privacy problem, such as the EU’s "right to 
be forgotten" and California’s "right to erasure", Canada's FPT privacy and information commissioners 
do not currently have adequate enforcement powers or resources to respond. 
 

• The commercial design of online platforms that collect young people’s information and use it to 
bombard them with stereotypical images of gender encourages young people to reproduce these 
stereotypes in order to attract “likes”. This in turn exposes young people to conflict with others who 
monitor and judge their self-representations. This feedback loop is at the base of much of the conflict and 
harassment girls and young women experience online. 
 

• Harassing behaviour on the part of others is often privileged by corporate algorithms that are designed to 
bring content that attracts viewers (often through outrage) to the top of search results. 
 

• These online behaviours and practices contribute to girls and young women being disproportionately 
likely to be targeted by sexualized GBTFV. Those marginalized due to other axes of discrimination, such 
as racism and colonialism, may be even more susceptible to GBTFV. 

 
• Parliamentary responses to GBTFV have been developed with little to no direct consultation with young 

people. Prior to release of the ISED’s “Digital Charter”, responses had also been segregated from 
broader decisions that placed unregulated digital technologies at the centre of Canadian federal 
economic, cultural and social policy.  Further, responses to GBTFV had largely focused on criminal law 
mechanisms, without adequate attention to human rights based approaches or to the regulation of online 
service providers. Further, even where existing criminal law applies to instances of GBTFV, too often 
law enforcement authorities fail to take reports of this behaviour seriously. 

 
Considerations 
 

• Historically, federal discussions about regulating online industry and those about addressing online hate 
have proceeded independently, but approaches such as a “Digital Charter” open opportunities for 
recognizing the connections between them.  While the “Digital Charter” does not engage with GBTFV 
explicitly, it does recognize online hate as a safety and security issue that must necessarily be addressed 
in any action plan to build a “stronger, more competitive Canada”.   It will be essential to incorporate 
into this broader discussion a focus on the negative impacts of GBTFV on girls’ and women’s ability to 
fully participate in the information economy that Canadian federal governments have prioritized for 
decades is front and centre. 
 

• Federal parliamentary responses to GBTFV have largely focused on reactive criminal law, without 
improving the capacity of policing agencies to deal meaningfully with these sorts of complaints, and 
without focusing sufficiently on the fact that nationally and internationally recognized human rights to 
equality, privacy, and free expression are at play. 
 

• For example, despite widespread recognition of the problem of online hate speech, in 2013 Canada 
repealed s. 13 of the Canadian Human Rights Act, which provided a proactive, human rights-based 
remedy for hateful identity-based online attacks. Additionally, Canada narrowed its regulatory capacity 
to address harmful content by limiting its right to adopt or maintain measures that would impose liability 
on online service providers in its most recent free trade negotiations with the US and Mexico (Art. 19.17 
USMCA). 

 
Options or Recommendations 
 



 3 

• Policy discussions about Canada’s digital future must address the negative impacts of GBTFV and the 
negative consequences when girls’ and women's online privacy is inadequately protected.  Doing so will 
require not only developing effective responses to individual attacks and underlying discriminatory 
structures, but also addressing the role that the current “data in exchange for services” commercial model 
plays in creating and maintaining barriers to girls’ and women’s full and equal participation.  
 

• These considerations should be incorporated in a national digital strategy that includes: 
 
• regulating online service providers to mandate greater transparency and accountability in their 

collection, use and distribution of users’ data, and in their responses to complaints about tech-
facilitated attacks; 
 

• direct collaboration with girls and women from a wide spectrum of social locations and ages in order 
to ensure that the impacts of interlocking axes of discrimination that inform the lived realities of 
members of these groups are centred; 

 
• focusing legal interventions to advance the online equality of girls and women on the responsibility 

of the community, individual perpetrators and corporations,, rather than shifting that responsibility 
onto girls and women themselves or using GBTFV as an excuse for an unnecessary expansion of 
police powers and surveillance; 
 

• recognition of the value of grassroots community knowledge and collaboration as essential to the 
development of responses to GBTFV that are meaningful to girls and women from a wide spectrum 
of social locations by: 

o actively engaging community organizations in policy-making processes and ensuring them 
adequate resources to participate on a equal footing with industry in these processes; and 

o providing funding and other resources to these organizations to support their research, and 
individual and collaborative initiatives; 

 
• proper training and resourcing of law enforcement agents to enable them to address GBTFV 

complaints, and judicial education on the social, cultural, technical and commercial contexts relevant 
to the GBTFV cases that come before them; 
 

• enhanced support for targets of GBTFV to address incidents by developing a centralized 
administrative agency with expertise in the areas of communications technology, GBTFV and 
discrimination, learning from models such as Australia’s eSafety Commissioner, New Zealand’s 
NetSafe, and existing agencies in Manitoba and Nova Scotia; and  
 

• reinstatement of a federal human rights-based complaint mechanism for online hate (including 
online misogyny and racism). 
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